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Welcome

Thank you for purchasing our Dericam Security IP Camera! This user manual is designed to be a
helpful tool for the installation and operation of your camera.

For access to other support information, please visit www.dericam.com and go to Support Center for
details.

To contact Dericam support, please email to support@dericam.com

Important Security Warnings

In order to keep your camera secure and prevent unauthorized access, please never use the default
password for your camera. Always ensure your password is at least 8-10 characters long and contains
a combination of lowercase characters, uppercase characters as well as numbers.

Email: support@dericam.com Website: www.dericam.com
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1 Features

1.1 Overview

Dericam Wi-Fi Bullet IP Camera is designed to meet the demands for outdoor IP surveillance cameras
in the DIY Home & Small business security market. This camera is specially designed to offer you a
way to view what is going on inside your home, warehouse, shops, office and so on.

1.2 Key Features

Video Resolution 1920x1080@30FPS(B2), 1280x720@25FPS(B1)
Auto IR-LED illumination with auto IR-Cut Switch

2 IR LEDs IR Night vision range (up to 98 feet/30 meters)

Wi-Fi compliant with IEEE 802.11b/g/n, 2.4GHz band

Support WEP,WPA-PSK and WPA2-PSK Encryption

Support recording and playback via micro SD Card, up to 128GB
Be compatible with ONVIF Protocol and Blue Iris Software

Support motion detection alert via email or pushing notification
Support motion detection event recording via micro SD card or FTP
Support schedule recording via local micro SD card

Support IE/Firefox/Chrome/Safari browsers

H.264 high profile video compression format

Email: support@dericam.com Website: www.dericam.com
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2 Camera Connection and Installation

To make your experience with the Dericam camera easy and simple, we've provided multiple
ways to set up, view, and operate your camera as on your needs. Please set up your camera in
the way that works best for you.

2.1 Connection Guide

The Dericam camera can be accessed via web browser on computer or “Dericam” App on
smartphone or tablet. Before access, you should connect the camera to your router via Ethernet
cable or Wi-Fi after it is powered on.

1) Mount the Wi-Fi antenna and make it stand vertically.

2) Connect the camera’s DC socket with the power adapter for power up.

3) Connect the camera to the router with Ethernet cable or through WiFi.

Notes:
During the first installation, you need to use wired network connection with Ethernet cable even
for Wi-Fi setup.

Smart Phone

Ethemet Cable WIFI
b I WIFI : Ethernet Cable Computer
Camera Router '
(N
Tablet PC

2.2 Installation Guide

1 Install the Micro-SD Card to Camera

1) Loosen the screws and disassemble the Micro-SD waterproof cover on the belly of the
camera.

2) Insert the Micro-SD card you want to install, it supports up to 128GB Micro-SD card. Please
pay attention to the front and back side of the Micro-SD Card before installation, or it can’t be
recognized by the camera.

3) Putthe Micro-SD waterproof cover back and tighten screws securely to make it available for
waterproof.

Email: support@dericam.com Website: www.dericam.com
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2 Install Camerato the Wall

The camera has a standard camera tripod screw hole (1/4-20 UNC thread) for use in mounting
the camera onto a stable surface.

Note: Prior to installation ensure that the installation environment can support at least 3 times the
weight of the camera.

1) Drill pilot holes in the position that you wish the camera to be seated using a 3/16 drill bit.

2) Seat the included drywall mounts in the pilot holes that you drilled.

3) Screw the mount on the drywall mounts with the screws provided. Once the position is set,
tighten the screws securely.

Email: support@dericam.com Website: www.dericam.com
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\

2.3 Default Username and Password

To login to the system for the first time, use one of the following default username/password
combinations. Once you’ve successfully logged in, it is highly recommended to change the
password for security reasons.

Username: admin

Password: admin

Note:

1. Changing the password for admin account is necessary with prompt during initial setup.

2. The password is case sensitive.

3. If you forget the username/password, or fail to login the camera with any usernames/passwords
you know, please hold on the hard reset button of the device for 5-8 seconds to reset it at status of
power on. And then do initial setup.

Email: support@dericam.com Website: www.dericam.com
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3 Access the Camera

3.1 Mobile Device Access

The Dericam camera can be accessed via the “Dericam” app on iOS and Android
smartphone/tablet. It is required to download the “Dericam” App first from the Apple Store or
Google Play, and then install it. About how to use the App to setup and access the camera, the
details will be given later on section 4.

3.2 Web Browser Access on Computer

The Dericam camera can be accessed via the web browser on both windows and Mac OS. The
complete and all advanced functions of the camera are available to be acquired by accessing via
web browser.

3.2.1 Search Tool for Windows OS

To easily search and access the Dericam camera in web browser of Windows OS, please install
the “Dericam Search Tool” for Windows OS from the software CD, or you can download the latest
version from www.dericam.com.

Before running the search tool, please ensure:

-The camera is power on and connected to the router via an Ethernet cable or Wi-Fi.

-The camera and the PC are on the same local network.

- Use IE/Chrome/ Firefox on Windows OS, or Safari/Chrome on Mac OS to view.

Search Tool

Refresh
IP Address MAC Address Yersion Port  Open

AAAL—2D3638-TS5PW 192.168.1. 7 00:E0Q:F8:08:32:38 WT.3.0.2.5
AbbA-263424-CVLVZ 192.168.1. 18 00:E0:F8:03:EE:0F Vi.1.4.1.12
LbbA- 2654 30-TTSHE 192.168. 1.8 00:E0Q:F8:03:EE:0D Vv7i.1.4.1.12
AABA—O01802-M5FRT 192.168. 1. 15 O0:E0:FE:01:44: 26 V7.1.4.1.11
Abb4—320941-EEREL 192, 168, 1. 14 00:E0Q:F8:08:6A: AR V7. 1.4. 4. 1-201605322
Lbb4- 2654 26-BBRTH 192.168. 1. 10 00:E0:F8:03:EE: 10 Vi.1.4.1.12

Please select a device from the list and click Next to modify the device settings. To open your camera in web
browser, please double click your camera from the list.

mﬂm

Email: support@dericam.com Website: www.dericam.com




Shenzhen Dericam Technology Co., Ltd. User Manual V1.0.7

You can also change some camera’s network configurations and camera name through the
Search Tool after inputting the correct username and password. Please remind that the login
Username and Password of the camera are not available to change in below blanks of the Search
Tool. There is an entry to changing the username and password in web browser after access.

Saarch Tool

Local IP 192.168.1.1149 The tool finds available network settings for the IPCamera

& DHCP

automatically, you can modify them by manually.

| 255 . 255 _ 256 . @

SubMask User

GateWay Password

Port

SubMask

GateVay 192.168.1.1

MAC Address [UIHSHEEHTEN SN -4

Port

I I 192.168.1.117 e

Click Finish to confirm the selected device, click Back to reselect the device

b v £ . ance

3.2.2 Search Tool for Mac OS

For Mac OS computer, please install the “Dericam Mac SearchTool.zip” for Mac OS from the
software CD or after downloading from www.dericam.com. The operation is similar as on
Windows OS. Run it to search the camera on your LAN, and you can get the information including
the name, UID, IP address, Mac address, Http port and firmware version of the camera as below.

. Search...V1 .0.zip
' &

Email: support@dericam.com Website: www.dericam.com
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[ ] IPC Search Tool

Ma. MName uiD IP Mac Port Wersion

1 32GB AAAA-263430-TYSHX 192.168.1.55 00:E0:F8:03:EE:0D B0 V7.1.4.1.14
2 POE 720P B... AAAA-263422-EHPYM 182.168.1.8 00:EQ:F8:09:FA:F3 80 Vv7.3.0.2.5
3 AAAA-374267-RHPRY 192.168.1.6 00:E0:F8:09:F5:1B V7.1.5.1.1
4 SanDisk 32G  AAAA-395060-YSPYC 182.168.1.65 00:EQ:F8:09:A4:7A 80 V7.1.4.1.14
5 SanDisk 64G  AAAA-263425-CHZUK 182.168.1.201 00:EQ:F8:03:EE:07 80 V7.1.4.1.14
[ 12BGB AAAA-263426-BBRUH 192.168.1.10  00:E0:F8:03:EE:10 80 V7.1.4.1.14

Please double click the camera you selected to open it by your default web browser

Double click the camera on the search list to open the camera with web browser, such as Safari
(see below).

alla|@] 2
[ Dericam x allsl@] s

<« C | ® 1921681184 % d 9

©J DERICAM

Right click on a searched item; you can refresh the search result by selecting “Refresh Camera
List” or “Flush Arp Buffer”. And you can modify the IP address, device name and http port of the
camera after selecting “Network Configuration”. Please note:

1. You should input the correct username and password first, and then it is available to modify the
“Network Configuration”.

2. The login Username and Password of the camera are not available to change in below blanks
of “Network Configuration”. There is an entry to changing the username and password in web
browser after access.

3. The camera will reboot automatically if you modify the http port.

Email: support@dericam.com Website: www.dericam.com
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[ ] IPC Search Tool

Ma. Mame uiD IP Mac Port Virsion

1 32GB AAAA-263430-TYSHX 192.168.1.65  00:E0Q:F8:03:EE:0D 80 V7.1.4.1.14
2 POE 720P B... AAAA-263422-EHPYM 182.168.1.8 00:E0:F8:09:FA:F3 80 V7.3.0.2.5
El AAAA-374267-RHPRY 192. Network Configuration 80 V7.1.5.1.1
4 SanDisk 32G  AAAA-395060-YSPYC 1921 Refresh Camera List 80 V7.1.4.1.14
5 SanDisk 684G AAAA-263425-CHZUK 1921 Flush Arp Buffer BO V7.1.4.1.14
B 12BGB AAAA-263426-BBRUH 192.1. BO V7.1.4.1.14

Please double click the camera you selected to open it by your default web browser

Metwork Configuration
Obtain IP from DHCP server

I IP Address 192.168.1.6

Subnet Mask

255.2556.255.0

Gateway 192.168.1.1

Device Name
Http Port B0
admin

User

Password |

Cancel

| OK

3.2.3 Local Access via Web Browser

Run the search tool and click “Next” to search Dericam cameras on the LAN. After the device is
found and listed in the search result window, double click on the device item to open a web
browser for viewing the camera on computer. If Microsoft Edge pops up as default browser, go to
“More”->"Open with Internet Explorer” for normal viewing.

Or you can open the web browser first, put the IP address and port number of the camera in the
URL blank of the browser by manual to login your camera.

For example: http://192.168.1.108:80.

The IP Address and HTTP port number of the camera are displayed on the list of the Search Tool.
Usually the default HTTP port No. is 80.

Email: support@dericam.com Website: www.dericam.com
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s l@] 2
[ Dericam x allol@] s

<« C | ® 1921681184 % d 9

©J DERICAM

Login to the camera by your login credentials (default username/password are both “admin”). If
this is your first time logging into the camera by default account after it is reset, you will be
prompted to change the default password. Please select a password that is at least 8 characters
long, and include a combination of uppercase letters, lowercase letters, and numbers.

Username:

1’ admin |

Change Password

When opening the camera’s interface, the browser like IE/ Firefox on Windows OS will prompt you
to install a plugin. The plugins are necessary to get video from camera. Click the button “install” to
download and install the plugin. If the browser prompts you to allow the plugin to work on the
computer, click “Allow” to ensure the plugin can run successfully. Then the camera is how
successfully set up for live viewing, playback and configuration!

Email: support@dericam.com Website: www.dericam.com
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Media
Video Video Refresh

I
mage Video Setiing

Video Format
Video Coding

First Stream

Audio
Network
Alarm
Advanced
Systm Resolten

Bitrate ERTERN ps(32-6144)
[ R s
0 |
[~]

Key Frame Interval - 2-150)

Bitrate Control [ver  [~]

Image Quality
The smaller the value, the better the image quality and the larger the flow control

Second Stream
Resolon
Birate EERltes(32-6144)

Frame Rate e

Ke Frama Intarval 15

Note: Due to the limitations of NPAPI plugins, the web browser of Chrome/Safari does not support
the setting features of playback, talk, motion-detection and privacy mask.

3.2.4 Remote Web Access
You can access Dericam camera remotely via web browser using UPnP/DDNS functionality or
Port Forwarding.

Email: support@dericam.com Website: www.dericam.com
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Before using UPNP/DDNS functionality, ensure your router should support the uPnP networking
protocol and the protocol should be enabled. Please refer to your router manufacturer’s
documentation to learn how to enable UPnP. And then login the camera via web browser, go to
the “Config” ->’"Network”->"DDNS” page to enable the UPnP and enter the information of a

third-party’s DDNS, such as “Dyndns.org”, “3322.org”, “dynddns.us”, or “No-ip.com”. Click Apply
to save the settings. Then you can access the camera by DDNS remotely.

Media

Network DDNS Refresh
Network

5 Intemet IP Address
Wireless

DDONS 3P DDNS

ONVIF Server Dyndns.org E

p2p User Name myuserid

Alarm Password

Advanced Domain mydomain.dyndns.org

System
i UPnP Enable [~ |

Port Forwarding is another method to set up remote access. It is required to make settings on
both the camera and your router. Please refer to the corresponding documentation provided by
the manufacturer or from the FAQ area of the support center on our website www.dericam.com to
learn the detail instructions.

3.3 NVR access

The Dericam camera can connect to any NVR that supports ONVIF protocol. This allows the
camera to view live, playback and record to a network storage device.

3.4 RTSP access

The Dericam camera supports standard RTSP, you can access its video and audio directly by
RTSP player such as VLC. Please make sure you enabled the RTSP feature in the Camera
Setups before viewing the camera in web browser.

RTSP URL

First stream: rtsp://username:password @IP:port/11

For example: rtsp://admin:123456@192.168.1.10:554/11

Second stream: rtsp://lusername:password@IP:port/12

For example: rtsp://admin:123456 @192.168.1.10:554/12

Follow these steps to access the camera’s RTSP stream by VLC player:

1) Open the VLC player and go to “Media” -> "Open Network Stream”;

U=+ =M Playback Audio Video Tools View
»| OpenFie... Ctrl+0
'»| Advanced Open File... Ctri+Shift+0

] Open Folder... Ctri+F
oy Open Disc... Ctri4D

Open Captih® Device...

Email: support@dericam.com Website: www.dericam.com
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2) Enter the URL of the camera in VLC and click the play button.

& Open Nedia @@

G File ( ‘:’\’ Disc !i! Network (1] Capture Device

Network Protocol

Please enter a network URL:

[ rtsp://admin:123456@192.168.1.10:554/11 | v

[[] Show more options

Play v[ Cancel ]

3) You may need to enter the username and password of the camera for RTSP authentication.

& RTSP authentication

Please enter a vwalid login name and a password.

User name admin

Password 0000 ®

l Ok [ | Cancel |

4) Then you can view the video via the VLC player now.

Email: support@dericam.com Website: www.dericam.com

15




Shenzhen Dericam Technology Co., Ltd. User Manual V1.0.7

00:28 00:00

1] im0 ()l =

Note: you can also view the video remotely by the RTSP stream if you have the set up DDNS or
port forwarding.

Email: support@dericam.com Website: www.dericam.com
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4 App for Mobile Device

To access your camera on a mobile device, please search and download the “Dericam” App
from Apple Store or Google Play, and then install it. For any Android devices, the App is also
available to be downloaded from www.dericam.com.

Note:

1. The interface screenshots in this manual were taken from the App for iOS device. They may
differ slightly from the interfaces for Android or different versions.

2. Currently the camera supports 2.4GHz band only. So if you have a dual band router, please
disable 5GHz band and only enable 2.4G for Wi-Fi connection.

3. The username and password are case sensitive.

4.1 Add Camera

After installing the hardware and completing self-inspection, run the Dericam App on the mobile
device. Tap “Add Camera”.

-If it is the first time to set up the camera, choose “Setup a new camera”.

-If the camera has been installed on any phone, tablet or computer before, choose “Setup an
existing camera”.

Make sure the camera should be powered up and connected to the router with Ethernet cable,
and your smartphone or tablet should be connected on the same local area network (LAN) via

Wi-Fi.

Camera Setup

'| i
() Set up a new camera
Ds1

AAAA-276959-DGDEV -
{Online)

-
Y © Add cameras ) Set up an existing camera

< Back

4.1.1 Set up a new camera.
Go to “Set up a new camera”. There are two methods for adding a new camera: scanning for your
camera on the LAN and entering the camera’s UID code by manual connection. We do

Email: support@dericam.com Website: www.dericam.com
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recommend you to add the camera by scanning on the network, so you do not need to enter the
long UID code.

Step 1
Camera Setup P Step 2

Connect Camera
After powering up your camera, please Camera Scan
Set up a new camera connect your camera to your router with
an Ethernet cable. Scan for your camera on the network
‘ ((( | ))) ‘ (®x Scan for your camera
)
Set up an existing camera

Please also connect your smartphone or
tablet to the same network via WiFi.

- . N < >
< Back < Back Next > _Back Manually Connect

4.1.1.1 Scan for your camera
Here are the steps with screenshots about adding the camera by scanning.

-Choose “Scan for your camera”. Select the camera you want to set up from the camera list
detected by scanning.

-Give the camera a name, and enter right username and password to login it. The default
username/password is admin/admin. Note, the username and password are case sensitive.

-Itis required to change the default password for secure policy. Please remind that you should
remember the username and changed password for future login.

-For continue Wi-Fi setup now, choose “Yes”; or tap "NO" or “Done” to finish setting and directly
go to live view with Ethernet cable connection. You can also configure your Wi-Fi connection later.

-After tapping “Yes” for Wi-Fi setup, the program will auto scan Wi-Fi networks and list all detected
Wi-Fi networks. Select the one you want to apply the camera on. Please tap the refresh icon to
search the Wi-Fi AP list again if the Wi-Fi SSID you want was not found.

-Enter the Wi-Fi password, tap “Check WiFi connection” and usually a message “WiFi connection
success” will appear. Otherwise, check the Wi-Fi password. Please note that some special
characters like “ \" & = ” are not supported. If your Wi-Fi password includes any of these special
characters, please login your router to change the Wi-Fi password as a new one supported by the
camera first.

-Tap “Next” and plug out the Ethernet cable. Choose “Start Live View”. Wait about 30 seconds for
live view picture to come.

Email: support@dericam.com Website: www.dericam.com
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< Add Camera

Step 3
Camera List <
DEAA-002459-EHBMB

192.168.1.151

AAAA-276959-DGDEV

192.168.1.194

Please select your camera. If your

User Manual V1.0.7

< Add Camera

Step 5
Camera Information

< Add Camera

Step 4

Name your Camera

Enter in the camera's username:

admin

Note:Case Sensitive!

l Give your camera a name - e.g. 'Garage’. '

camera is not displaying on this list, Garage Enter in the camera's password:
please make sure it is powered and .
connected to your network via an admin (O
Ethernet cable, and that your phone is Note:Case Sensitive!
connected to the same network via oleiCase Sensitive:
WiFi. < Back Next >
Back Next
< Back < Bac ext >
< Add Camera < Add Camera < Add Camera
Step 8 Step 7 Step 6
WiFi List Connect to WiFi Camera Connected!
Select a WiFi network: s

k-office
singal:47 WPA_TKIP

icongo-cb2543

singal:42 Unknown

PD-P2P-1
singal:23  WPA_AES

k_Amazon
singal:23  WPA_AES

< Back

< Add Camera

Step 9

Would you like to connect your Change Camera Password

camera to your WiFi network?
Enter Password:

Confirm Password:

< Back

Add Camera

Step 9

WiFi Connection
WiFi Network Name:

< Add Camera

WiFi Connection Camera Connected!

WiFi Network Name:

F-ofﬁce

k-office l

WiFi Network Password:

test123456

Note:It doesn't support characters & = "\

< Back

Email: support@dericam.com

Start Live View

You may now unplug your Ethernet
cable. Please wait 30 seconds for the
Live View picture to appear after you
unplug the cable.

< Back

) iy ‘

WiFi Connecting Succeed
@

Note:It doesn't support characters & = "\

Edit Camera

Garage
DEAA-002459-EHBMB

Online

Edit Password

A Motion Detection =

Alert Settings

Scheduled Recording Settings

Audio Settings

@

Video Settings

A

WiFi Settings

@ SD Card Settings

@ Camera Time Settings

&x

Camera

: -4‘

Website: www.dericam.com
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4.1.1.2. Manually Connect

If you choose adding the camera by manual connection, please follow below steps to proceed
with adding the camera.

- Give the camera a name, and tap “Next”.

- Enter the UID code, default username and password of the camera, and tap “Next”. The App will
automatically connect the camera you entered. If it fails, please check the UID code, username or
password to figure out whether they are correct. And then re-enter and try again.

-Itis required to change the default password for secure policy after successful connection.
Please remind that you should remember the username and changed password for future login.

-For continue Wi-Fi setup now, choose “Yes”; or tap "NO" or “Done” to finish setting and directly
go to live view with Ethernet cable connection. You can also configure your Wi-Fi connection later.

-After tapping “Yes” for Wi-Fi setup, the program will auto scan Wi-Fi networks and list all detected
Wi-Fi networks. Select the one you want to apply the camera on. Please tap the refresh icon to
search the Wi-Fi AP list again if the Wi-Fi SSID you want was not found.

-Enter the Wi-Fi password, tap “Check WiFi connection” and usually a message “WiFi connection
success” will appear. Otherwise, check the Wi-Fi password. Please note that some special
characterslike “ \"&= " are not supported. If your Wi-Fi password includes any of these
special characters, login your router to change Wi-Fi password as new one supported by the
camera first.

-Tap “Next” and plug out the Ethernet cable. Choose “Start Live View”. Wait about 30 seconds for

live view picture to come.
Step 4

Step 3

Step 5
Connect to WiFi

Camera Information
Enter in the camera's UID number:

Camera Connected!

(This canbe found on a sticker on your camera's bottom
or side)

I J Change Camera Password

—

Would you like to connect your
camera to your WiFi network?

Enter in a name for your camera:

Enter Password:
amc8888 @

Enter in the camera's username:

Enter in the camera's password:
| |@®

< Back

Next >

Email: support@dericam.com

Confirm Password:
amc8888

< Back

20
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< Add Camera < Add Camera <& Add Camera

Step 6 Step 7
WiFi List ~ WiFi Connection Camera Connected!
. WiFi Network Name:
Select a WiFi network: ~ +_¥
k-office k-office | s .
singal:100  WPA_TKIP v ‘ ‘ Start Live View
RX WiFi N SHuol y
singal:89  WPA_TKIP WiFi Connecting Succeed
sSID 6000000000080 [©) You may now unplug your Ethernet
singal:78 WPA_AES cable. Please wait 30 seconds for the
< Bacl( Note:lt doesn't support characters & ="\ lee VIeW plcture to appear after you
; unplug the cable.
< Back

&  Edit Password

A Motion Detection

A Alert Settings

@« Scheduled Recording Settings
) Audio Settings

@ Video Settings

= WiFi Settings

@ SD Card Settings

@ Camera Time Settings
x

mera

4.1.2 Set up an existing camera.

If the camera has ever been set up and accessed successfully before without reset, choose “Set
up an existing camera”. There are two methods for adding an existing camera: scanning for your
camera on the LAN and entering the camera’s UID code by manual connection. We do
recommend you to add the camera by scanning on the network, so you do not need to enter the
long UID code.

4.1.2.1. Scan for your camera
-Choose “Scan for your camera”. Select the camera you want to add from the camera list detected
after scanning.

-Give the camera a name, and enter right username and password to login it.

- Then the camera will be successfully added on your phone, so you can start the live view or do
further settings now.

Email: support@dericam.com Website: www.dericam.com
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Camera Setup Step 1 Step 2

Camera List
AAAA-559390-XKZZU
192.168.1.189

Scan for your camera on the network DEAA-002459-EHBMB

Camera Scan

Set up a new camera

192.168.1.151
‘ Please select your camera. If your

. camera is not displaying on this list,
Set up an existing camera 2%y Scan for your camera please make sure it is powered and

connected to your network via an
Ethernet cable, and that your phone is

<Back < Back Manually Connect > connected to the same network via
WiFi.
< Back
Step 4 Step 3
Camera Connected! Camera Information Name your Camera

Enter in the camera's username:

Give your camera a name - e.g. 'Garage".

Start Live View Qumm | 2dMIn
Note:Case Sensitive! Garage
You may now unplug your Ethernet Enter in the camera's password:
cable. Please wait 30 seconds for the <Back Next>
Live View picture to appear after you amc8888 @ ac ex
unplug the cable.

Note:Case Sensitive!

< Back

< Back Next >

4.1.2.2. Manually Connect

If you want to add an existing camera on your mobile device by manual, please choose “Manually

Connect”.

- Give the camera a name, and tap “Next”.

- Then the camera will be successfully added on your phone, so you can start the live view or do
further settings now.

Please note, adding an existing camera by manual is mainly used for remotely access via App.

Step 2

Camera Information Camera Connected!
Enter in the camera's UID number:

(This canbe found on a sticker on your camera's bottom
or side)

AAAA-559390-XKZZU | TR
Enter in a name for your camera: ‘

P
| Garage | ‘You may now unplug your Ethernet
Enter in the camera's username: cable. Please wait 30 seconds for the
- Live View picture to appear after you
| admin | unplug the cable.
Enter in the camera's password:
|amcsass |@®
< Back
< Back Next >

4.2 Camera list page

Run the App and go to the first page, you can delete or edit login information of the cameras on
the list.
-Tap the edit icon ‘Edit’ on the right top of the page to edit the camera’s login information. You can

Email: support@dericam.com Website: www.dericam.com
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modify the camera name, username, password or UID code especially when you fail to login the
camera after changing the username or password on another device.

Camera Edit Login Information Done < Login Information Done

AAAA-276959-DGDEV Cam Name Garage
m
llJ | DEAA-002459-EHBMB | Account admin
DS1
ARAA- 378080 BAPEY AAAA-559390-XKZZU uID DEAA-002459-EHBMB
(Online)
Password amc8888 (O
e ‘ - Please Note:
T
1 “ J You can edit the login information on this
page, especially in case the username or
) Garage N password was changed on other device.
DEAA-002459-EHBMB Please note that changing username or
(Online) password is not available on this page, but on
the page of Edit Camera/Edit Password/
Username after successfully login.
-“ H; This page will not modify or change the
! username or password stored in your camera,
Garage just usgd to modlfy_ the login information
. o= stored in your mobile phone.
AA-559390-XKZZU
(Online)
=5 0\ TN - ae) o))
Ex = 8 &) Sx @@ Cx R~ & 2V
Camera ocal F SD Playback felg Camera Local File: Help Camera cal File: SD Pla K Help

-Tap the icon *~ above the camera name to go to the setting page. And then you can edit all

your camera’s settings, include Edit Password, Alarm Setting, Alarm Link Setting, Timed
Recording Setting, Audio Setting, Video Setting, Wifi Setting, SD Card Setting, Device Time
Setting, Email Setting, FTP Setting, System Setting and Device Information. The detail settings
will be explained in next chapter.

" Garage

Sk Push Notifications

DEAA-002459-EHBMB

Qoo Record video onto SD Card ()

DS1 8 Edit Password
AAAA-276959-DGDEV Alarm emails with snapshot D

{Oniing) ‘ Motion Detection
Save snapshot onto FTP server O

P A Alert Settings
( \i\ | - - Save recording onto FTP server O
843

B¢ Scheduled Recording Settings
Garage Snapshots per alarm
DEAA-002459-EHBMB

(ohlie) 4’ Audio Settings : .

@ Video Settings

1 I I = WiFi Settings

Garage ;
9 @ sD Card Settings
(Online)
@ Camera Time Settings
&y i~ & ] ‘ i = @
Camera al F D Playback Helg Camera cal File SD Playback € Camera Loc e: el
=

I
-Tap the trash icon Lﬂ' to delete the camera you want. On iOS devices, you can also make it by

sliding the camera from right to left.

Email: support@dericam.com Website: www.dericam.com
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Camera Edit

Camera Edit

S iy
L uy UL
DS1 DS1
AAAA-276959-DGDEV AAAA-276959-DGDEV
(Online) (Online)
U Delete? l
woll (Ul |
Garage Garage
DEAA-002459-EHBMB DEAA-002459-EHBMB
(Online) (Online)
“ e
e ot
Oy Il Oz Il
Garage Garage
AAAA-559390-XKZZU AAAA-559390-XKZZU
(Online) (Online)
&x @® ® Cx ® ®

Camera Local Fil SD Playback Help

Camera SD Playback Help

4.3 Live view page

After installation and setup, you can view the video or continue setup as you want. The functions
of each icons on the live view interface will be described in this sector.

- Resolution, you can choose “Clear” or “Fluent” mode.

The “Clear” mode takes the first/main stream; while the “Fluent” mode takes the second/sub
stream which is in VGA as default. You can also change the default settings in “Camera Setup” ->
“Video Setting”.

-
- I=d Image Flip

- Image Mirror

Email: support@dericam.com Website: www.dericam.com
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- n Capture snapshot by manual, and the snapshot will be saved into local storage of your

mobile device.

00
- bﬂ Live feed recording by manual and the snapshot will be saved into local storage of your

mobile device.

- Speaker/Audio out. Tap this icon to allow audio output (listen to the invoice from the

terminal of the camera); tap again to exit speaker.

- Talk/Audio In; hold on this icon and then talk to allow audio input from your mobile device.

The people on the camera side can hear your voice.

K A
-B Full Screen; Enter in or exit for the full screen mode.

— Preset icon; Set the preset point for call.
- Zoom icon; It is for digital and optical Zoom, up to 4x.

- Video Parameter Settings, you can adjust the image’s brightness, contrast, saturation; and

you can also switch the vision mode among “Auto”, “Day” and “Night” by controlling the IR
(Infrared light) of your camera.
- . Back icon, tap it to back to the previous page.

- Camera Setups, tap this icon to go to Camera Setups.

4.4 Camera Setups via App

4.4.1 Edit Password
Go to “Camera Setup” -> “Edit Password” to change the password of the camera.

< Edit Password Done
Old @
New @
Confirm @

4.4.2 Motion Detection
Go to “Camera Setup” -> “Motion Detection” to enable/disable motion alarm, and set up the
sensitivity for motion detection. There is a slide for you to adjust the detection sensitivities.

< Motion Detection
Motion Detection ()

Motion Detection Sensitivity

21%

Email: support@dericam.com Website: www.dericam.com
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4.4.3 Alert Settings
After enable “Motion Detection” in Alarm Setting, please continuously set up in “Camera Setup” ->
“Alert Settings”.

Enable/Disable “Push Notification” to send/not send alarm notifications by the Dericam App if
any motion is detected. You should allow Dericam App to push notifications in “Settings” ->
“Notification Management” on your mobile device, and keep the App running on the
background.
Enable/Disable “Record video to SD Card” to save/not save the video recordings about motion
detection to the SD card of the camera.
Enable/Disable “Alarm emails with snapshot” to send/not send alarm messages with up to 3
snapshot by email. It is required to make further email settings which will be described in the
section 4.4.10.
Enable/Disable “Save snapshot/recording to FTP server” to save/not save snapshot/video
recordings to the FTP server if a FTP server has been built on computer.
You can set up sending up to 3 snapshots with email message for each motion detection event
in “Snapshot per alarm”.

< Alert Settings

Push Notifications

Record video onto SD Card

Alarm emails with snapshot

Save snapshot onto FTP server

ololele

Save recording onto FTP server

Snapshots per alarm

NN

4.4.4 Scheduled Recording Settings

Go to “Camera Setup” -> “Scheduled Recording Settings” to enable/disable automatic and
constant recording. The video length of each recording can be set up, and you can also set up the
date & time schedule of a week for carrying out recording. The scheduled recordings will be saved
in the SD card of camera as default.

< Scheduled Recordin... Edit

Sunday 00:00-23:59
Monday 00:00-23:59
Tuesday 00:00-23:59
< Scheduled Recording... Done Wednesday 00:00-23:59
Recording Length 600 Thursday 00:00-23:59
Enable O Friday 00:00-23:59
Recording Schedule Saturday 00:00-23:59
Email: support@dericam.com Website: www.dericam.com
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4.4.5 Audio Settings
Go to “Camera Setup” -> “Audio Settings” to configure the audio parameters. It is only available
for the camera models with two-way audio function.

< Audio Settings
Input Type Line In

Input Volume

10 —

Output Volume

80

4.4.6 Video Settings

Go to “Camera Setup” -> “Video Setting” to configure the parameters for controlling the video
quality. The first stream is the default for recording; while the second is the default for live viewing
via App.

< Video Settings Done
Bit Rate 1536

Frame rate 25

Quality 1

Bit Rate 512

Frame rate 25

Quality 1

Anti-Flicker 50Hz
4.4.7 Wi-Fi Settings

Go to “Camera Setup” -> “WiFi Settings” to configure the wireless network for Wi-Fi connection.
You can tap “Scan” to search the available networks and then apply one, or check the Wi-Fi signal
strength of the applied network.

Current WiFi ssid
k-office k-office
Press to join Password @
k-office v Note:lt doesn't support characters & = "\
singal:100 WPA_TKIP
PD-PZP-1 _
singal:100 WPA_AES
Email: support@dericam.com Website: www.dericam.com
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4.4.8 SD Card Settings

Go to “Camera Setup” -> “SD Card Setting” to check the usage status of the SD card, and you can

< SD Card Settings

15189MB

format the SD card.

Total Space

Free Space

Format SD Card

4.4.9 Device Time Settings

2006MB

Go to “Camera Setup” -> “Device Time Settings” to configure the time and time zone as local.

< Camera Time Settings

CameraTime 2017-10-07 03:45:52

Sync with Phone Time

Camera Time Zone GMT O

Phone Time Zone

Apply
4.4.10 Email Settings

GMT+8

Go to “Camera Setup” -> “Email Settings” to configure the parameters that allow the Dericam App
to sign in your email account for sending alarm messages with snapshot about motion detection.
After configuration, please test and then apply the settings. It will prompt “success” if the test

passed(below are samples with Outlook).

< Email Settings Save

SMTP Server

Server Port

smtp-mail.outlook.com

587

If your email account do not have an
alias name, it usually be the same
with the email address of the sender
or your login account.

Safe Link STARTTLS
Authentication O
I Account marou_test@outlook.... I
Password esssssssese @
Send To marou_test@outlook....
Sender marou_test@outlook....
Subject
Contents Test

Test

Email: support@dericam.com
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Before you start to use the email alarm of Dericam camera, something you need to be noted as
below.

Firstly, there may have some limitations for the smtp sever to allow the Dericam Camera to
access it, take the Gmail and Yahoo as an example, you need to allow the third-part app to access
your email account first before you let the Dericam camera to access your email, or you may get
continuous fail while you configuring and test your email settings in Dericam camera. Please see
below in detail.

For the Yahoo account:
1) Sign in your Yahoo account via web browser at www.mail.yahoo.com.
2) Go to your Account Info setting page.

& C | & 2= | hitps//mail.yahoo.com/# T Y|l
»
# Home Mail Flickr Tumblr News. Sports Finance Entertainment Lifestyle Answers Groups Mobile More ~ ) Try Yahoo Mail on Firefox »
I \/
YAl;iQO Search Mail Search Web Ay Home Marth
= Easily switch between multiple Yahoo
" accounts using the new Account Manager
e e v ate v g -
LL B - SEdEyeE! Click "Add account” below to get started!
uly
Inbox {4) .
e .‘h Yahoo! Search Top hotels in Hong Keng m:r?rlv:u:'?:ﬂ@\ahoc com
& 87 Sponsored ¥ Before booking your next hotel room, be sure to check Yahco Search to find t... Accountinto i
sent i
i O ® martinhou_test@yal S1-vahoo Test @ Jul 20
Archive &) A i
] ® martinhou_test@yal S1-Yahoo Test @ Jul 20 \ T/ account
Spam —
Ma
Trash Y Get the top-rated Yahoo Mail app
v Smart Views ] Yahoo Terms of Service Update If you haven't hea & May 10 for i0S or Android. Install
Important Earlier in 2017 re
Unread ] Yahoo REMINDER: Secure your Yahoo account 5 is a reminder to take actic & Feb 21
Starred - . Ad closed by Google
a”T O Frank Qiu Re: Re: Firmware upgrade instruction Hi Fecco, Please find the attached new fir & Jan 16 sed s = oe
People a
i T Report this ad
Social
Shopping O Yahoo Mail Martin, you have a message from someone at Yahoo There have been some a 12/02/16
Tl O martinhou_test@yar yahoo 55 & 12/02/16
Finance
m martinhau test@vak vahon 55 & MmN

3) Find the Account security sheet and enable the button “Allow Apps that use less secure sign
in”.
YAHOO!

Personal info

|Account security |

@ Account security

(© Recent actwity Secure your account with Yahoo Account Key.

Use your phone to sign in

= Preferences
See how it works.

Two-step verification
Additional security

Learn more

Allow apps that use less secure sign in ()

Some non-Yahoo apps and devices use less secure sign-in fechnology, which could leave your account vulnerable. You can tum off
vhich we recommend) or choose to use them despite the risks

Learn maore

For the Gmail Account:
1) Sign in your Gmail account via web browser at www.gmail.com.
2) Click the button “My Account” at the top-right corner.

Email: support@dericam.com Website: www.dericam.com
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- & httpsi//mail.google:com/mail/u/2/#inbox

>A'_

Google

Gmail - > c More
G
I Inbox {1)
Starred 2 gle
Sent htall
Drafts
-~
More labels ~ 10%
Yo

&w,t - o,

2 Social

Aczaount Created

@ Choose a thame

D Promations

Test, welcome to your new Google Account - Hi Test I'm so glad you dacided to try sut Gmal

@ Leam how to.use Gmail @ Get Gmall for mobile
@ Import contacts and mail Change profils image

°c0

dericam test@gmail com
Privacy
* Ny Account

a

Setup pogress Add account Sign out
0GB (0%) of 15 GB used Teams - Privacy
Mangge
3) Go to the page of “Sign-in & security”.
P

8 https//myaccount.google.com/u/2/7utm_source=0GB&pli=1

Welcome, Test Dericam

Control, protect, and secure your account, all in one place

My Account gives you quick access to settings and tcols that let you safeguard your data, protect your privacy, and decide how your information can make Google

P Sign-in & security >

Conirol your password and account-access
settings.

Connecied spps & siles

Security Checkup
: Protect your account in just a few

services work better for you.
< Personal info & privacy >

Manage your visibility settings and the data we use
to personalize your experience.

Your personal info

Manage your Google activity

Ads Settings

Controt your content

@ Privacy Checkup

£r Account preferences >

Set language, accessibility, and other settings that
help you use Google.

Language & Input Tools

A bility

gie Drive storage

Deiate your 2cE0UMt OF SBIVICES

4) Go to “Connected apps & sites” and enable the button “Allow less secure apps On” at right.

& httpsy//myaccount.google.com/u/2/security

My Account Sign-in & security

Welcome

I Sign-in & security

Personal Info & privacy

Your personal info

Account preferences

Check your privacy seitings =

Secondly, you should enable the “Motion Detection” at the “Motion Detection” page mentioned
above, and enable the “Alarm emails with snapshots” at “Alert Settings” page mentioned above.
4.4.11 FTP Settings

Go to “Camera Setup” -> “FTP Setting” to configure the parameters that allow saving

Email: support@dericam.com Website: www.dericam.com
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shapshot/video recordings to FTP server. After configuration, please test and then apply the
settings. It will prompt “success” if the test passed.

< FTP Settings Save

Server Addr. 192.168.1.244

Server Port 21

Account Tester

Password sccecccccse O}
Passive Mode O
Path .[Pic-1.8

Test FTP Settings

4.4.12 System Settings
Go to “Camera Setup” -> “System Settings”, you can reboot or reset the camera by App operation;
and you can also check available firmware for update.

< System Settings

Reboot Camera
Reset Camera

Check Update

4.4.13 Device Information
Go to “Camera Setup” -> “Device Information” to check the camera’s device information. It is
usually required for service support.

< Camera Information

Device ID STWiFi
Network LAN
Online Users 1
Software Version V11.3.8.1.9
IP Address 192.168.1.155
Subnet Mask 255.255.255.0
Gateway 192.168.1.1
DNS 192.168.1.1

4.5 Local File Management

Tap “Local Files” on the main interface and you can view/edit the snapshots and videos recorded

Email: support@dericam.com Website: www.dericam.com
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by manual from the local storage of your mobile device.

Garage
2017-10-07

Garage
o == b >

= A —
= ~ ' = Delete
mera Local Files ayback felf

Garage DEAA-002459-EHBMB © DEAA-002459; EHEME 12459-EHBMB
DEAA-002459-EHBMB 2017-10-07 14:35:37.mp4 14:36:37.mp4

Garage @ DEAA-002459 EHEME DEAA-002459-EHBMB
AAAA-559390-XKZZU DEAA-002459-EHBMB 0T AR mee 2017-10-07 14:35:43.mpd

2017-10-07 14:35:43.mp4

- &~ @ =y g = = Cx ~ @ ()

Local Files i
Local Files S K o Local Files ] Local Files

For the local picture, you can also delete it, share it to others through email or save it to your
mobile phone’s photo library by tapping the picture.

< Picture Picture

2017-10-07

Delete

Email Photo

Save

Cancel

4.6 Playback from SD Card

Tap “SD Card Playback” on the main interface and you can view, playback and download the
recordings from the SD Card of the camera. The date and time conditions can be set up for

accurate search after tapping the search icon on the right top corner.
SD Card Playback < Recordings List Q

Garage ‘SC};I‘J‘WD;0:;&::’5“;:(‘;(:;“;:3:?;}:E'fd\l“, please tap the search
DEAA 002459 EHBMS 2017-10-07 00:00:00 - 2017-10-07 14:37:13
Garage .

AAAA-559390-XKZZU |Scheduled Recordings ) I

Scheduled Recordings
2017-10-07 06:14:18 - 2017-10-07 06:24:24

Scheduled Recordings

2017-10-07 06:04:12 - 2017-10-07 06:14:18 Within an hour

Scheduled Recordings

2017-10-07 05:54:08 - 2017-10-07 06:04:12 o
k Within half a day
Scheduled Recordings

2017-10-07 05:43:59 - 2017-10-07 05:54:06

Scheduled Recordings Within a day
2017-10-07 05:33:51 - 2017-10-07 05:43:59

Scheduled Recordings e
2017-10-07 05:23:42 - 2017-10-07 05:33:51 Within a week

Scheduled Recordings
2017-10-07 05:13:35 - 2017-10-07 05:23:42
Custom

Scheduled Recordings
2017-10-07 05:03:29 - 2017-10-07 05:13:35

o o] @ ® @ = ® ® Cancel
-amer L SD P\a"hack 4 Ay ] File: SD Playback H
Email: support@dericam.com Website: www.dericam.com
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5 Web Interface for Operation

This section includes more details about Dericam camera’s user interfaces on web browser, as
well as all of the operations the camera can perform, including the Login, LIVE, PLAYBACK and
CONFIG pages.

5.1 Login page

Username:

admin l

Usermame:

admin

Confirm Pwd:
[English

Change Password

Username and Password: It is the account of your camera; the factory default
username/password is admin/admin.

Language: You can click on the language dropdown list to select the language for the web Ul.
Note:

1. For the first setup, it will force you to modify the default password to enhance the security of the
camera, please enter the new password and confirm it. Then you can access your camera by the
new password in the future once you saved your settings.

2. The password is case sensitive.

5.2 Live page

5.2.1 OSD
-Camera Name:
-Camera Date & Time:

Email: support@dericam.com Website: www.dericam.com
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5.2.2 Pan/Tilt control

No. Remark No. Remark No. Remark
1 Go to up 2 Go to right-up 3 Go to right

4 Go to right-down 5 Go to down 6 Go to left-down
7 Go to left 8 Go to left-up 9 Back to center

[l]: Vertical Cruise from up to down.

H: Horizontal Cruise from left to right.

5.2.3 View

First Stream nJ
" First Stream
Second Stream
" Third Stream

First Stream: choose the main stream for viewing.
Second Stream: choose the sub stream for viewing.
Third Stream: choose the third stream for viewing.

5.2.4 Preset

Preset

Preset |1 |

Set Go

The Dericam camera can support max 8 preset positions, from 1 to 8. You can click the button
“Set” to save a preset position marked as a number from 1-8 if you decide to let the system
remember it; click the button “Go” to make the camera automatically Pan/Tilt to the preset position

of the marked number you saved before.

5.2.5IR Control

Email: support@dericam.com Website: www.dericam.com
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IR LED | Auto |

Auto
View [Enﬂhle ]
Dizable

Enable: Make the camera work at night vision mode; the video will be always in black/white.
Disable: Make the camera work at day mode; the video will be always in color.

Auto: Make the camera work at automatic mode and the video color will switch automatically
according the change of environment light.

5.2.6 Image Settings

Default

You can set the color parameters for the video image in this “Image Setting”, such as Hue,
Brightness, Contrast, Saturation, and Sharpness.

“: Hue.

I . Brightness.
n: Contrast.
u: Saturation.
: Sharpness.

5.2.6 Tool bar

i L) =3
) |\-!- ) |\! M

=

. Zoom In/Out/Back to original size, 1x/1.5x/2x/3x.

E: Open/Close the audio (not applicable on some models).

(OnIy available for IE browser on windows OS): Enable/Disable speaker for talk (not

applicable on some models).

(OnIy available for IE browser on windows OS): Set the storage path for the recordings

Email: support@dericam.com Website: www.dericam.com
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including pictures and videos captured by manual through the web browser. It will pop up a folder
browser window for you to select a folder on your computer.

Note: If you are working on windows 10 OS, please run the web browser as administrator first if
you fail in setting up the storage path or saving captured pictures or videos.

E(Only available for IE browser on windows OS): Capture pictures by manual.

]
:n(OnIy available for IE browser on windows OS): Record video by manual. A mark “REC”

will display when manual recording is on.

: Browse the content of the camera’s SD card, including pictures and videos. It requires
entering username/password of your camera for authentication. You can download any

recordings from the SD card to local storage on computer.
' [ FOT Ll x)_.Y [Y Index of /sdf x‘
C [1192.168.1.113/sd/

Index of /sd/

Hame ModifiedSize

Parent directory - -

83 (Only available for IE browser on windows OS): Choose windows (1, 4

or 12) for simultaneously viewing multiple cameras.

a‘ | (3) - | @ http://192.168.1.184, & p-Bex H & Dericam ‘ ‘

Note: As the Chrome and Safari forbid any third-party plugin programs to be installed, so some
features are not available and their corresponding icons are invisible on Chrome or Safari.

Email: support@dericam.com Website: www.dericam.com
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ﬂ: Turn On/Off the audio for listening.

: Enable the full screen for live viewing.

5.3 Playback (Only Available for IE browser on windows OS)
5.3.1 Search and playback videos

ﬂ )|@)- | @ httpy//192.168.1.184, & P - 2¢ x| @opericam ‘ | T 1 fep

On Playback interface, you can review any recordings saved in the local storage (captured
pictures and videos by manual), or automatically saved recordings (motion detection recordings
and constant time-schedule recordings, pictures and videos are included) from SD card of the
camera.

5.3.2 Tool bar
The tool bar on the bottom of playback page is for controlling the playback process.

m: Play or Pause.

.: Open a local file from the local storage of your computer.
.: Stop.

.: Play next frame.

: Drag to adjust the audio volume.

5.4 Configuration

On any configuration page, click the button “Apply” to save your settings, or click “Refresh” to
query or refresh the current configuration saved.

Email: support@dericam.com Website: www.dericam.com
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Refresh

5.4.1 Media settings

1) Video

Here you can set the configurations for power frequency and the encoding profile for H.264
according to the frequency of local electric power. E.g., 50Hz for the regions like Europe and
China, 60HZ for USA and Canada.

Video Refresh
Video Setting

Video Format 50Hz |=|
Video Coding Mainprofile E

The parameter options below for the first/second stream affect the image/video quality, such as
the resolution, bitrate, frame rate, key frame interval, bitrate control and the image quality level.

First Stream

Resolution 1280720 [ w|

Bitrate pU L hps(32-6144)

Frame Rate fps

Key Frame Interval [ 0y

Bitrate Control

Image Quality

The smaller the value, the better the image quality and the larger the flow control
You can enable/disable time stamp on the right top corner, or change the camera’s name
displayed on the left top corner of the live video (see below).
Time Stamp VES ||

Camera Name YES E

2) Image
Tick/tick off in the boxes of Flip, Mirror, WDR to control display mode of the image.

Email: support@dericam.com Website: www.dericam.com
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Apply Refresh
2016-06-15 03:45:06

M Flip M Mirror B wWDR
Auto Exposure Mode Auto | |
IR LED Control v

Default

Here you can set an appropriate exposure mode for your camera, such as indoor, outdoor or
changing automatically according to the working environment.

Auto Exposure Mode
IR LED Control

EET

Here you can control the LED light status:

Enable: Make the camera work at night vision mode; the video will be always in black/white.
Disable: Make the camera work at day mode; the video will be always in color.

Auto: Make the camera work at automatic mode and the video color will switch automatically
according the change of environment light.

Auto Exposure Mode
IR LED Control (Auto [~

Auto
Enable [
Disable

Note: To reset the default settings, please click the button “Default”.

3) Audio
You can set the configurations about audio on this page, including the encoding format for audio,
enable or disable the audio for first stream or second stream, the input type, the volume for input
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and output. Please note that two-way audio function is not available on some models.

Audio Refresh

Audio Setting
Audio type
First Stream
Enable Audio
Second Stream
Enable Audio
Audio Input
Input Type
Input Volume

Qutput Volume

5.4.2 Network

1) Network

Here you can set up the network configuration like DHCP or Static and the port for
HTTP/RTSP/RTMP.

Note: Please keep the types of the IP and DNS are the same, both are the DHCP or Static.

Network Refresh
LAN Settings

P Type
ONS Type

HTTP & RTSP & RTMP

HTTP Port m{i[} Or 1024~49151)

RTSP Port j554 Or 1024~49151)

RTMP Port IEELNN 1935 Or 1024~49151)

RTSP Pemmissions Check Enable E|

Note: After saving your settings please reboot the device.

2) Wireless

On this page you can search the WIFI AP available for your camera to connect, then select and
apply the one you want to connect from the list. Please ensure to enable Wireless first.

If you want to check whether the WiFi setup is correct and can be proved by the camera, click the
button “Check” after you save your settings.
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Enable Wireless | Disable |+ |
331D Search
Security Mode [None [ =]
WPA Algorithm - |

ey
Re-type key

Check Wireless Settings Check

Please click the apply button first then try again

Note: The Dericam camera works at wired connection with Ethernet cable as factory default, so
you should plug out the Ethernet cable to make it work at Wi-Fi connection after passing the
wireless setup.

3) DDNS

DDNS setup is mainly for remotely accessing the camera. You can use a third-party DDNS like
Dyndns.org/3322.org/dynddns.us/No-ip.com and UPnP service with your camera. You can get the
WAN IP address of your network your camera works on by click the “Query” button.

DDNS
Internet IP Address 'QLI'.?WI
3P DDNS Enable

Server Dyndns.org E|

User Name myuserid

Password

Domain mydomain.dyndns.org

UPnP Enable

4) ONVIF
You can enable ONVIF for connecting the camera with a third-party program like NVR or Blue lris,
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the port number can be changed here and you can also select the accessing mode of privilege.

ONVIF Refresh

onvie

Privilege Uncheck E|
Time Zone Settings Enable ||

Image Settings Disable ||

5) P2P

On this page you can query the UID of your camera for P2P, and you can enable or disable the
P2P feature of your camera as you need. If you disable P2P service, you will not be able to
remotely access the camera using App; neither on computer unless configuring port-forwarding.

AAAA-263424-CVLVZ

5.4.3 Alarm

1) Audio Alarm

Here you can enable/disable the audio alarm of your camera. You can set up the volume range to
respond to alarm sensitivity.

Audio Alarm Refresh

Audio Alarm

Volume Range

2) Motion Detection (Only Available for IE browser on windows OS)

Here you can set up the areas for the motion detection and the sensitivity values of each area.
You can enable or disable each of the area, or change the size of each area by dragging the edge
on the bottom right corner of the green square, or change the position by dragging the selected
green square.
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Motion Detection Refresh

[ §aCamer o

Window1: ! Sensitivity:
Window2: m Sensitivity:
Window3: Sensitivity:
Window4: Sensitivity:

3) Alarm Link
On this page you can enable or disable sending alarm emails with snapshots, choose the saving
path (SD card, FTP server) and set up preset positions for motion detection (only for Pan/Tilt
camera) once the alarm triggered.
Alarm Link Refresh
Linkage Settings
Email alarm with picture Disable

Save Picture to FTP Disable

Save Video to FTP Disable
MNote: Please insert SD card first, or can't record to FTP.
Save Picture to SD card Disable
Save Video to SD card Disable
Preset Disable

Preset

Capture Image

Capture Image

4) Schedule
On this page you can set up the schedule for 24/7 motion detection, red area means motion
detection enabled while white means disabled.

Email: support@dericam.com Website: www.dericam.com

43




Shenzhen Dericam Technology Co., Ltd. User Manual V1.0.7

Schedule Refresh

(01020304 ]05[06[07 /0809 [10[11[12[13 [14 [15[16[17[18[19[20[21[22[23 |
1 | [T 1 T 1 |1 1 [ 1 T 1 |1 1 T |

won| | [ [ ]

roe | |0 ]

weo! [ [ { [ EE P T
L e

ew | [ LU P ]

sar | [ L L

5.4.4 Advance

1) User

Here you can edit the account information of the camera, such as change the username or
password, the default account is admin/admin.

User
Account Settings
User Name
Password

Confirm Password

2) Auto Snap
Here you can enable saving snapshot to SD card after a certain time period (interval)
automatically. And the interval can be user-defined.

Auto Snap Refresh

Save Picture to SD card Disabe  [v]60 B
Save Picture to FTP Disable  [~[le0 B

3) Timed Recording

Timed recording is for constant recording, which you can also set up 24/7 schedule. The video
guality and size are decided by the stream type and video/image parameters. You can set up the
clip length of each recording file. We recommend setting the length not more than 600s for each
file in order to load and playback smoothly. The timed recordings are titled as “Plan recording” on
SD Playback list of App; and “P” on the list of Playback on computer.
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Timed Recording Refresh

File Recording Duration m
Enable Recording Disable [~ |
Stream Second Stream ||

4) Email

On this page you can configure the parameters for sending alarm by email. Here are three buttons
for some default settings like server name, Port and authentication for Gmail, Yahoo, Outlook, you
can click these buttons to get some default parameters if you use these email accounts.

Note:

SMTP port is usually set as 25. Some SMTP servers have special port, such as 587 or 465.
Authentication is used for transport layer security, it is usually none. If you use gmail and enable
the authentication with TLS or STARTTLS, the SMTP port must be set to 465 or 587, it depends
the authentication type you selected.

You can click the “Test” button to check whether your email settings are valid or not.

Email Apply Refresh

Your Account Gmai

SMTP Server smtp-mail.outloo

Port

m

s )

=1
i

If your email account do not have an
Authentication

7]
—
I=
Al

1w alias name, it usually be the same
Authentication Status Enable v with the email address of the sender
or your login account.

User Name martinhou_test@outlock.com

Password

©

Sender martinhou_test@outlook com

Receiver martinhou_test@outlook com

You can assign up to 4 receivers and spearate them by character ;, such as
test1@gmail.com;test2@gamil. com;test3@gmail.com;test4@gmail.com
Subject Pic-1.8

Message

—
o2
-}

-
[1+]
7]
=

SMTP Test

Please click the apply button first then try again.
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Before you start to use the email alarm of Dericam camera, something you need to be noted as
below.

Firstly, there may have some limitations for the smtp sever to allow the Dericam Camera to
access it, take the Gmail and Yahoo as an example, you need to allow the third-part app to access
your email account first before you let the Dericam camera to access your email, or you may get
continuous fail while you configuring and test your email settings in Dericam camera. Please see
below in detail.

For the Yahoo account:
4) Sign in your Yahoo account via web browser at www.mail.yahoo.com.
5) Go to your Account Info setting page.

& C | & 2= | hitps//mail.yahoo.com/# T Y|l
»
# Home Mail Flickr Tumblr News. Sports Finance Entertainment Lifestyle Answers Groups Mobile More ~ ) Try Yahoo Mail on Firefox »
I \/
YAl;iQO Search Mail Search Web Ay Home Marth
= Easily switch between multiple Yahoo
" accounts using the new Account Manager
e e v ate v g -
LL B - SEdEyeE! Click "Add account” below to get started!
uly
Inbox {4) .
e .‘h Yahoo! Search Top hotels in Hong Keng m:r?rlv:u:'?:ﬂ@\ahoc com
& 87 Sponsored ¥ Before booking your next hotel room, be sure to check Yahco Search to find t... = i
B
g ] ® martinhou_test@yal S1-vahoo Test @ Jul 20
Archive &) A i
] ® martinhou_test@yal S1-Yahoo Test @ Jul 20 \ T/ account
Spam —
Ma
Trash Y Get the top-rated Yahoo Mail app
v Smart Views O Yahoo Terms of Service Update If you haven't hea @ May 19 for iOS or Android. Install L
Important Earlier in 2017
Unread ] Yahoo REMINDER: Secure your Yahoo account 5 is a reminder to take actic & Feb 21
Starred - . Ad closed by Google
a”T O Frank Qiu Re: Re: Firmware upgrade instruction Hi Fecco, Please find the attached new fir & Jan 16 sed s = oe
People i
Social ane B &
Shopping O Yahoo Mail Martin, you have a message from someone at Yahoo There have been some a 12/02/16
Tl O martinhou_test@yar yahoo 55 & 12/02/16
Finance
m martinhau test@vak vahon 55 & MmN

6) Find the Account security sheet and enable the button “Allow Apps that use less secure sign
in”.
YAHOO!

Personal info

|Account security |

@ Account security

(© Recent actwity Secure your account with Yahoo Account Key.

Use your phone to sign in

= Preferences
See how it works.

Two-step verification
Additional security

Learn more

Allow apps that use less secure sign in ()

Some non-Yahoo apps and devices use less secure sign-in fechnology, which could leave your account vulnerable. You can tum off
vhich we recommend) or choose to use them despite the risks

Learn maore

For the Gmail Account:
5) Sign in your Gmail account via web browser at www.gmail.com.
6) Click the button “My Account” at the top-right corner.
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- & hrtps://mail. google:com/mail/u/2/#inbox "_
Google e #= 0@

Gmail - > c More = derican test@gmail com
Privacy
Q Fimy A soo (Y — . -
I Inbox {1)
Stated Andy from Google Test, welcome to your new Google Account - Hi Test I'm so glad you decided to try out Gmall ,
Sent Mtall
Draits.

-~
More labels « 10% Aczaount Created @ Leam how to use Gmail @ Get Gmall for mobile
Yo
Q‘fest - Q
Choose a thame Import contacts and mail Change & ima,
Setup pogress P sl o Add account Sign sut

0GB (0%) of 15 GB used Temns - Frivac
Mangge

7) Go to the page of “Sign-in & security”.

8 https//myaccount.google.com/u/2/7utm_source=0GB&pli=1 97

Welcome, Test Dericam

Control, protect, and secure your account, all in one place

My Account gives you quick access to settings and tcols that let you safeguard your data, protect your privacy, and decide how your information can make Google
services work better for you.

P Sign-in & security > & Personal info & privacy > £ Account preferences p
Conirol your password and account-access Manage your visibility settings and the data we use Set language, accessibiilty, and other settings that
settings. to personalize your experience. help you use Google.
Signing In 1o Google Your personal Info Language & Input Tools
Device sctivity & notifications Manage your-Gaogle sctivity At Sitity
Connecied spps & siles Ads Settings Your Gougie Drive storsge

Contred your content Deigte your 2CCount of services

Security Checkup
:u b, Protect your account in just a few - Privacy Checkup
8) Go to “Connected apps & sites” and enable the button “Allow less secure apps On” at right.

& httpsy//myaccount.google.com/u/2/security

My Account Sign-in & security

Welcome

I Sign-in & security

which could leave

spps (which we

Personal Info & privacy

Your personal info

Manage your

activity
Ads Seltings

Cenol your content
Check your privacy seitings =

Account preferences

Secondly, you should enable the “Motion Detection” at the “Alarm -> Motion Detection” page
mentioned above, and enable the “Alarm email with picture” at “Alarm -> Alarm Link” page
mentioned above.

5) FTP

Email: support@dericam.com Website: www.dericam.com

a7




Shenzhen Dericam Technology Co., Ltd. User Manual V1.0.7

Setting FTP server to save recordings on computer is available. You can click the “Test” button to
check whether your settings are correct and can be passed.

FTP Apply

Server Addr. 192.1658.1.244
Example: 192 168.1 99, please don't include 'fip-// in the server URL address.
Port
User Name
Password
Passive Mode Enable w
Path 151-Pic-1.8
Example: /FTPAlarm/IPC, please don't include space in the path.
FTP Test Test

Please click the apply button first then try again.

6) PTZ

This page is for configuring parameters for Pan/Tilt operation.

Cruise Cycles: movement cycles for each vertical or horizontal cruise.

PTZ Speed: adjust the movement step for each Pan/Tilt operation; and the lower of PTZ speed,
the smaller of step for each finger sliding in App or click on web browser interface.

Return to center preset: the lens will go to the preset center position after the cruise is complete.
Disable alarm while PTZ in motion: stop motion detection while the camera is panning or tilting.
Indicator Display Mode (not available on some models): use a LED light to indicate whether
the system is well powered on.

PTZ Refresh
Cruise Cycles (1-3)
PTZ Speed

Retum to center preset

Disable alarm while PTZ in motion

Indicator Display Mode Indicator light on

7) Multiple Setting (Only Available for IE browser on windows OS)
On this page you can search the Dericam cameras on the same LAN and add them into your
multiple device group. Then you can view them at the live page together.
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Multiple Setting Refresh

7932(192 168.1.24)
2MBull(192 168 1.27)
B1(192 168 1.7)
128GB(192.168.1.10)
16G(192 168.1 15)
8GB(192 168.1.18)

LAN Search 32GB(192.168.1.8)

Refresh

The 1st device

OSD Name 128GB
IP Address 192.168.1.10
HTTP Port
User Name
Password
The 3rd device

The 4th device

8) Privacy Mask (Only Available for IE browser on windows OS)

Here you can set up masks for up to 4 areas which you don’t want the camera to monitor in the
screen in different colors. And the position and size of mask areas can be adjusted by dragging
the mask box or edge.

Privacy Mask Apply Refresh
IP Cameraj 2016-06—-15 04:03:43

Window1 |Enable |~ [t Note: 000000 is Black, FFFFFF is White.
Window2 Color- Note: 000000 is Black, FFFFFF is White.
Window3 [ Disable |~ [Gls Note: 000000 is Black, FFFFFF is White.
Window4 Color: Note: 000000 is Black, FFFFFF is White.
5.4.5 System
1) Time

Here you can set the time, date, the status of NTP and DST (Daylight Saving Time), and the time
zone for your camera.
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Time
Time Setlings

Device Date 2017-10-07 07:40:18

Adjust

NTP

NTP Server time windows.com W

Interval h

Time zone Greenwich mean time; London, Lisbon, Casabl v
psT

Sync PC Time
Auto Maintenance

Auto Maintenance

2) Maintenance

Maintenance
Reboot Reboot

Factory Default Factory Default

Backup Configuration Backup

Restore Configuration [ | Browse... |
s —

Reboot: reboot the camera.

Factory Default: reset the Camera Setups to the factory default settings. And reset, you should
connect the camera and router with Ethernet cable and redo initial setup again.

Backup Configuration: backup the current settings of the camera, it will generate a file name
“config_backup.bin” for you to save.

Restore Configuration: Import and restore the configuration file you backed up before. Please
browse and select the file you want to import, then click the “Import” button.

Upgrade: Upgrade the firmware. Please browse and select the file you want to upgrade, then
click the “Upgrade” button. Please go to FAQs from the software CD or our website
www.dericam.com to get more detail and important instruction documentation about it.

3) Device Information

Here you can query and check the main information and status of the camera, including the name,
time, IP, firmware version, DDNS and UPnP status, and the SD card.

By clicking the “Format” button, you can format the SD card of your camera. By clicking the “Open”
button you can open and browse the contents of the SD card.
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Device Information

LCVILEG YT

Network Connection

Current Client

Software Version

Mac Address

IP Address

Subnet Mask

Galeway

Primary DNS

UPnP Status

3rd DDNS Status

Start Time

SD Card Status

4) System Log
Here you can query the history operation or running log of your camera.

tem Log

[1970 01 01
[1970 01 01
[1970 01 01
[1970 01 01

[2016 06 15

[2016 06 15

[2016_06_15

[2016 06 15

[2016 06 15

00:00:13]
00:00:15]
00:00:15]
00:00:17]

9:18]

19:19]

2

) FH IE -

1 A

: :
|

V1138159

00-FC-9E:90-B3:72

192.168.1.155

2552552550

192.168.1.1

192.168.1.1

=4

=%

2017-10-03 02:00:15

G
o

Total Space JEXd

G
ns)

Free Space il

Used Space JELEEGE

user (admin) login or ive stream.

user (admin) login or stream.

ircut: display switch(blackwhite —>

user (admin) login for rtmp stream.

user (admin) login for liwve
user (admin) logout from liwve
user (admin) logout from rtmp
user (admin) login
user (admin) login
user (admin) login

user (admin) logout

user {admin}) login

Email: support@dericam.com

51

Format

Open

Refresh

color) .

Website: www.dericam.com




Shenzhen Dericam Technology Co., Ltd. User Manual V1.0.7

6. Frequently Asked Questions

6.1 How to start the live view in computer by web browser?

Before you start the live view in windows OS in IE browser, please install the dericam-plugin first.
For Mozilla Firefox, You need to install the Adobe Flash Player by manually before you start to
view the camera’s live view. But for the Google Chrome or Safari, you can start the live view
directly by accessing the IP address of your camera, no need to install the plugin which is not
supported for installation by Chrome and Safari.
6.1.1 How to install the plugin for IE browser in Windows OS?
When you login the camera in your computer at the first time by IE browser, the IE browser will
prompt automatically to show you to allow the installing of the Dericam camera plugin named
DericamPlug.

1. Allow to install this plugin after you login the camera.

2. Install the plugin after you login the camera.

Fﬁ%’ Setup - DericamPlug EI = @1

Welcome to the DericamPlug
Setup Wizard

This will install DericamPlug version 3.0.5.4 on your computer.

Itis recommended that you dose all other applications before
cantinuing.

Click Mext to continue, or Cancel to exit Setup.

[ Mext = l| Cancel |

3. Refresh the IP address when it is ready to login and access your camera.

¥)- | & hitp://192.168.1.117 F O~ Hox

6.2 How to uninstall the plugin in your computer?

Please go to Control Panel->Uninstall a program to find the program named DericamPlug, then
uninstall it directly.

Note: Please make sure you closed the web browser who is using this plugin, or it may could not
be uninstalled completely.
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Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

B Turn Windows features on or

i Organize +  Uninstall

Mame Publisher Installed On Size Version

[5°] DericamSearchTool v1.6

T web control version 3.0.5.1
AdDbE Flash Player 22 MPAPI
nAdobe Flash Player 22 ActiveX

6/24/2016
6/22/2016
6/17/2016
6/17/2016
6/17/2016

391MB vl
549MB 3054
260MB 3051
926 MB 2200192
874MB 2200192

Shenzhen Dericam Technology Co.,...

|

Adobe Systems Incorporated
Adobe Systems Incorporated

6.3 Forgotten the username or password of the camera.

Here have a hard reset button in the camera. Please press and hold the reset button for 5-10
seconds. Upon releasing the reset button, the camera will reboot automatically and the username
and password will be restored to the factory default settings.

Default username: admin

Default password: admin
Note: The password is case sensitive.

6.4 Could not record videos or snap pictures in IE 11 for Windows

10 OS.

Because the security limitation of IE 11 and windows, you could not enable the recording/snap
path to store. Please run your web browser as administrator authority, and set an available file
path to save your recordings and pictures. Then they will work in your computer.

Browse for Folder‘ [

Select The Folder

4| A test

.android
AppData
i3 Contacts
DVR
& Searches
& My Videos

k_.} Intesmet Exploger

E SearchToo

i) Paint

Open

# | Fun as administrator

Unpin from Taskbar

&= My Pictures

s Desktop
{; Favorites
W My Music

Pim to Start Menu

=)

Eermove from thes st

Propartiad

6.5 Camera could not connect the wireless network by Wi-Fi.

1. Please go to the CONFIG->Network->Wireless page through web browser, here is a check
button, you can check whether your Wi-Fi settings are right or not by this button. If your settings
are correct, it will show you success.

2. Please make sure these special characters did not be included in your Wi-Fi password, such
as&="\

3. The camera only support 2.4G Wi-Fi, did not support 5G. Please make sure you did not set
the 5G Wi-Fi configuration to the camera.

4. Please make sure you have enabled the wireless.

5. Please make sure your Wi-Fi password is correct, you can display the password by click the

Email: support@dericam.com Website: www.dericam.com
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eye-icon beside the input box.
Wireless Refresh
Enable Wireless Enable

SSID Search

Security Mode WPA2-PSK |~ |

WPA. Algorithm AES

Key SUTEK20160528
Re-type key JUTEK20160528
Check Wireless Settings Check

Please click the apply button first then try again.

6.6 The plugin is blocked by Firefox.

Firefox will block the NPAPI plugin by default, it will prompt you to allow this plugin when you

access the camera or you can active the plugin after you login the camera.

Please refresh the IP address of your camera to access your camera again once you allow or

active the plugin in your Firefox browser.

—_— — —
Deicam x\+

€ 192168118 v c g w8 A - Bi- | =
i Allow httpy//192.168.1.18 to run "OcxWebPlugin'? Continue Blocking | || llow... || x

& B [ 192168118

B x
Allow hitp:/ 192168 1.18 to run "OcxWebPlugin"?

Learn More...

Allow Mow Allow and Eemember

Email: support@dericam.com Website: www.dericam.com

54



